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1. The combination of the set and the operations that are applied to the elements of
the set is called an algebraic structure. We have defined three common algebraic
structures: groups, rings, and fields.
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2. A group is a set of elements with a binary operation that satisfies four properties:
closure, associativity, existence of identity, and existence of inverse. A commuta-
tive group, also called an abelian group. i1s a group in which the operator satisfies
the four properties for groups plus an extra property. commutativity.
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3. Aring is an algebraic structure with two operations. The first operation must sat-
1sty all five properties required for an abelian group. The second operation must
satisty only the first two. In addition, the second operation must be distributed over
the first. A commutative ring is a ring in which the commutative property is also
satisfied for the second the operation.
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4, A field is a commutative ring in which the second operation satisties all five prop-
ertics defined for the first operation except that the identity of the first operation
(sometimes called the zero element) has no inverse. A finite field is a field with a
tfinite number of elements. An infinite field is a field with an infinite number of
clements.
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5. A Galois tield, GF(p"), is a finite field with p" elements. If n = 1. the field is some-
times referred to as GF(p).
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6. An example of a group is G = <Z,,. +>. The identity element is ; the inverse of an
element a is —a.
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7. Anexample of aring is R = <Z. +, x =. For the first operation. the identity clement
1s (); the inverse of an element a i1s —a. Neither the identify element nor the inverse

of an element is defined for the second operation.
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8. Anexample of a field is F = <Z,. +, x =. For the first operation, the identity ele-
ment of is 0; the inverse of an element a is —a. For the second operation, the iden-

tity element is | and the inverse of an element a is a'. The identity element of the
first operation, however, has no inverse with regard to the second operation.
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9. A polynomial of degree n — 1 with coefficient in GF(2) can represent ann-bit word
with power of each term defining the position of the bit and the coetficients of the
terms defining the value of the bits.
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10. In GF(2™), a reducible polynomial of degree n is a polynomial with coetficient in
GF(2) that cannot be factored into a polynomial with degree of less than 1. A
reducible polynomial 1s sometimes referred to as a prime polynomial.
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11. The group G = <Zy4, +> has only four members: 0, 1. 2, and 3.

a. Forall a’s and b’s members of G, we need to prove that a + b = b + a. The fol-
lowing shows the proof (all operations are modulo 4).

0+1) =(1+0) 0+2) =(2+0) 0+3) =(3+0)
1+2) =(2+1) (1+3) =(3+1)
2+3) =(3+2)

(3+2)mod 4 =1mod 4 (3-2)mod4 = -1 mod 4 =3 mod 4
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12. The group G = <Zg#*, x> has only two members: | and 5.

a. For all a’s and b’s members of G, we need to prove that @ x b =b x a. Since this
aroup has only two members, we can see that (1 x 3) mod 6 =(5 x 1) mod 6.

b.

(5x1)mod 6 =5mod 6
(1+5)mod6 =(1 x5 ) mod 6=(1x5) mod6=>5mod 6

¢. There 1s no need to worry about division by zero in this group. because () is not
the member of this group.
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13. Assume that the operation is ( «). We can say that (x « v) is the same as x o (—v). in
which (—y) is the inverse of y with respect to operation (#). Using Table 4.1, we can
create the following table:

+ a b c d
a a d c b
b b a d c
c c b a d
d d c b

Another way to solve the problem is to think about similarity between the group
represented in Table 4.1 and the group G = <Zy4. +>. Make the table for subtraction
operation in the group G = <Z4. += and replace 0 with a, 1 with b, 2 with ¢, and 3

with .

14. It is enough to prove one single case (ao b #b o a):

1 3 2]-[213] =1[31 2]
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[2 1 3]-113 2]=1[231]
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15. We use only two cases:

a. We tirst prove that

(132]2[213])[312] =[132]([213]<=10[312)

(132]-1213])-0312]

312]-[312]=1[231]
[132]-(213]-[312) =

M132]-1321]1=[2 31]

b. We then prove that

123]12[213)[312] =123](213]1-1[31212)

M23]-1213)-[312]=1[213]-[312]
123]-(213]1-[312) =[123]-[321]

3 2 1]
32 1]
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16. The following shows the composition with identify elements.

° [ 2] [2 1]
(b2 p I 21 | 2 1]
2 11 {1z 1P 2
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17. Theresultof (|1 3 2] o [3 2 1]) o |2 1 3] = [3 2 1]. Bob can use the permu-

tation [3 2 1] to reverse the operation. This proves that double or multiple permu-
tation does not help: Alice could have used one single permutation.
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G=<Zis+> a
G=<Zp3,+> b

G:-r:.‘zl,s*,x} L

G=<Z17%, x> d

18.

a. In this case, IGI = 16, which means the order of each subgroup should divide 16.
We can have subgroups with orders 1, 2. 4, 8, 16. The following shows some of
these subgroups.

H =1 —> H=<{1}, x>

H =2 — H=<{1,7},>x> H=<1, 9}, x> H =<1, 15}, x>
H =4 —> H=<1,3,9,11}, x> H=<{1,7,9, 15}, x>

H =8 > H=G

b. In this case. IG! = 23. which means the order of each subgroup should divide 23.
We can have subgroups with orders 1 and 23. The following shows some of
these subgroups.

[Hl =1 —
|H| =23 —




¢. Inthis case, |Gl = 8. which means the order of each subgroup should divide 8.
We can have subgroups with orders 1, 2, 4. 8. The following shows some of
these subgroups.

H =1 —> H=<{1}, x>

H =2 —» H=<{1,7},x> H=<{1,9}, x> H==<{1,15}, x=
H =4 — H=<{1,3,9,11}, x> H=<{1,7,9, 15}, x>
H=8 —- H=gG

d. In this case, IGl = 16, which means the order of each subgroup should divide 16.
We can have subgroups with orders 1, 2. 4, 8, 16. The following shows some of
these subgroups.

H| =1 > H=<1}, x>

H =2 = H=<1,16}, x>

H =4 - H=<[1,4, 13,16}, x>
H =16 — H=¢




19.

a. The order of the group is |
divide 18. which means |H

b. The order of the group is |
divide 29, which means |H

¢. The order of the group is |
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G=<Zig+> a
G=<Zw,+> b
G=<Z12*, x> ¢
G=<Zis*, x> d

G| = 18. The order of potential subgroups should
canbe 1, 2, 5.6, 9, and I8.

Gl = 29. The order of potential subgroups should
can be 1 and 29.

G| = 4. The order of potential subgroups should

divide 4. which means [HI can be 1. 2. and 4.

d. The order of the group is |
divide 18, which means |H

G| = I8. The order of potential subgroups should
canbe 1. 2, 3.6.9, and 185.
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G==<Zg+> 2

20. G=<Z7,+> Db
a. For G = <Zg. +=. we have G=<Zs*, X> ¢
G=<iZ:", %> d

ord (0)=0 ord (1)=8 ord (2) =4 ord (3) =8 ord (4) =2
ord (5) =8 ord (6) =4 ord (7)=8

b. For G = <Zn. +>>. we have

ord (0)=0 ord (1)=7 ord (2) =7 ord (3)=7 ord (4) =7
ord (5) =7 ord (6)=7

¢. For G = <Zg™ x>, we have

ord (1)=0 ord (2)=6 ord (4) =3 ord (5)=6 ord (7) =3
ord (8) =2

d. For G = <Zy™ x>, we have

ord (1)=0 ord (2)=3 ord (3) =6 ord (4) =6 ord (5)=6
ord (6) =2
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21. The elements 0, lz;'f“._ g'._ gj, and g'l can be easily be generated, because they are the
4-bit representations of 0, [,x%, and x°. We usethe relation flg)= gJ' + g'q + 1 =0to
generate other powers. Using this relation, we have L:;'fJ' = g} + 1. We use this rela-
tion to find the value of all elements as 4-bit words:

0 ! = L — 0 = (0000)
g =8 g g — & = 0]
5 _°8 8 g — g = (©010)
g = g g — g = (0100)
& =, - £ =g — £ = (1000
g - & - =g +1 —s g = @001
gz 8&) 8@ +1) g: +g+1 — g: = (1011)
5'7 Efgzl' g@+g+1) gz+ +g+1 — gT = (1111)
g g (g% g@+2+g+1) = gig+1 — g = (1)
g2 =zg@) g@+g+1) g£rgi+g —s g = (1110)
g g(@ g@+g%+9) g+1 & = (o100
g) 2@ -g@E+D g+g — g0 - ano
P 8@ +g) = g+g+1 — gl = o
g Z o = gE g+l = g1 — g = (o1
s _E&) gG&+1) - &8 — £ = (119
g =g =g@*+p = g+g — g = (1100
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22. The following shows a few examples of addition and subtraction. Note that modu-
lus for the exponent is 2" —1 or 15.

a. We show two examples of addition (using the results of Exercise 21):

g2 +g2=g3r @+ =g3+g+1 - (1011) = (1000) + (0011)
g0 g2 @B+ @+ =g +1 - (1001) = (1010) + (0011)

b. We show two examples of subtraction (using the results of Exercise 21):
g2 -2=g2- @+1=g>+g%+1 — (1101) = (1000) — (0101)
PGP -@+1=g+1 - (0011) = (1010) — (1001)
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a. We show two examples of multiplication (using the results of Exercise 21):

g« gli=glimedlS_ o0 N (0001) = (1000) » (0011)
gl gl2=g?tmod15_ o7 g2 041 N (0111) = (1010) + (0011)

b. We show two examples of division (using the results of Exercise 21):

g =g tmedlS o9 _g241 — (0101) = (1000) = (0101)
[

gl . glogbhmodIS_o6_ 53, 02,041 — (1111) = (1010) — (1001)
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GH (12)
GF(13)
GF(16)
GF(17)

a. GF(12) is not a Galois field, because 12 cannot be written in the form p'.
b. GF(13) is a Galois field; 13 can be written in the form p” (p =13 and n = 1).
¢. GF(16)is a Galois field; 16 can be written in the form p” (p =2 and n = 4).

d. GF(17) is a Galois field: 17 can be written in the form p” (p =17 and n = 1).

a
b
C
d
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10010
10
100001
25, 00011
a. x4 x
b. x
c. ©+1

d. v+1

a0 n o

A
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26. GF(2%) sx2+1 a
a. 0101 GF(25) s»x2+1 b
b. 00101 GF(23) ox+1 ¢
c. OI1 GF(2%) ,.x7 d

d. 10000000

543 a
a 3+3=8mod7=1mod?7 5+3 d
b.5—-4=1mod7
C. dx3=15mod7=1mod7
d.5+3:5x(3_1}:5><5:25mnd?:4mud?
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28. A polynomial f{x) of degree n is irreducible if f(x) = g(x) x fi(x), where g and h are
two polynomials, cach with the degree greater than zero. According to this defini-
tion we have degree (f) = degree (2) + degree (/7). Based on this, we can prove that
every polynomial of degree | is a reducible polynomial because the integer 1 can-
not be sum of two integers greater than (). Since the only two polvnomials of
degree | are fj(x) = x and f>(x) = x + 1, these two polynomials are irreducible.
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29, A polynomial fix) of degree n is irreducible if f(x) = g(x) x h(x), where g and h are
two polynomials, each with the degree greater than zero. According to this defini-

tion we have degree (f) = degree (g) + degree (/1). Based on this, a reducible poly-
nomial of degree 2 can be factored only as two polynomials of degree 1 (2=1+ 1).
In other words, a factors of a reducible polynomial of degree 2 can be only x or (x
+ 1) (the only two polynomials of degree 1). We can check all polynomials of
degree 2 to see which one can be factored as such.

@) =(x) x (x) —  (x% is reducible

{12 +D=@x+1)<(x+1) — {Jt2 + 1) is reducible

@ +x)=(@x) < (x+1) —  (x% +x) is reducible

|:.1r:2 + x + 1) cannot be factored. — {Jr2 + x + 1) is irreducible

It can also be proved that f(x) =x% +x + 1 cannot be evenly divided by x or x

+1 because this implies that x =0 or x = —1 must be the root of the f{x),
which are not (f{0) =1 and f{—-1) = 1.
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30. A polynomial fix) of degree n is irreducible if f(x) = g(x) x fi(x). where g and h are
two polynomials, each with the degree greater than zero. According to this defini-
tion we have degree (/) = degree (g) + degree (/1). Based on this, a reducible poly-
nomial of degree 3 can be factored only as two polynomials of degree 1 and 2 (3 =
I + 2). In other words, one of the factors of a reducible polynomial of degree 3
must be x or (x + 1) (the only two polynomials of degree 1). We can check all poly-
nomials of degree 3 to see which one can be factored as such.

=) «x?) 5  (x)is reducible
ErD)=@+DxF+x+1) > (¥%+ 1) is reducible

@W+x) =) <@ +1) — (% +x) is reducible

(x? + x + 1) cannot be factored — (& +x + 1) is irreducible
@W+rxH)=H < x+1) —  (x*+x?)is reducible

(13 +x2+ 1) cannot be factored — {13 +x2+ 1) is irreducible
@Wrxex) =@ <@ +x+1) — (& +x% +x) is reducible
WP+ +x+ D=+ D x@Z+x+1) — (@3 +x* +x + 1)is reducible

It 1s clear that f}(x) = x> + x+ | can not be factored as (x)or (x+ 1) because
neither 0 nor —1 are the root for this polynomial. This is true for f>(x) = x” +
il
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(11)x(10) a
(1010) x (1000) b
(11100) x (10000) ¢

31. We first write each number as a polynomial with coetficient in GF(2). We then
multiply the polynomials. Finally, we convert the result to the binary pattern.
a. (x + 1) x(x+ l}—}(.t‘3+.1'+.r+ 1) — (.1'2+ 1) — 101
b. (° + ) x () > O+ x*) - 1010000

e. e« S S 1000000001 1000000
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x+1 ¢
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32. The only irreducible polynomial of degree 2is  x~ + x + 1. We can guess that the
inverse of 1 is 1 and the other two polynomials are inverses of each other, but we

use the extended Euclidean algorithm to find them.




a. The inverse of 1 1s 1, as shown in the following table.

q TI rz r 1‘1 tz t
Crxtl | e+l 1 0 0 | 1

b. The inverse of x 1s x + 1, as shown in the following table.
q Fy Fa r ff !’2 t

x+1 x4 X I 0 I Y+ 1

X X | 0 | x+1 1

¢. The inverse of x + | is x, as shown in the following table.
q Fy Fa r ff !’2 t
x x4 x+1 | 0 | X
x+1 x+ | 0 | by |

1 0 |




33. The inverse 1s x

3
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+ x. as shown below (using the extended Euclidean algorithm).

q r'f ]"2 r .tj fz 4
B 4 3 R ]
x+1 r+x +1 X+ 4+ O+ +X () 1 x+ 1
4, 3 3, .2, 2 . .
X X4+ + 4+ X°+ X 4+ 1 | x+ 1 “+x+1
E] 7 7 2 3
x+1 X+ X 4X r+1 | x+1 X+x+1 X~ 4+ X
2+ 1 PR | 0 Crx+l Ot l
| () |

-
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34. We use the irreducible polynomial (x

—

a. The followine shows the addition table. We have used hexadecimal values to
make the table shorter.




b. The following shows the multiplication table. We have used hexadecimal val-

ues to make the table shorter.

A B C D E F

9
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(100) = (10)
(100) + (000)
(101) + (011)
(000) + (111)

om oo

35. We use Table 4.10 to find the multiplicative inverse of the second word. We then
use the same table to multiply the first word with the inverse of the second word.

a. (100) = (010) = (100) x (010)~" = (100) x (110) = (010)
b. (100) = (000) — This operation is impossible because (00() has no inverse.
c. (101)=(01D)=(101)x (011~ =(101) x (100) = (011)

d. (000) = (111)=(000) x (111)~" = (000) x (101) = (111)
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36. Welet Py = {J.: + 1), Py=( o+ x>+x+ 1), and modulus = (x*+ x° + 1). The follow-
ing table shows the process. Note that we only need to add the modulus with the
new result (if the degree of the result is greater than the degree of the modulus): no
division is needed.

Powers Operation New Result Reduction

L op, ixtixsl No

' ®P, *® (C+xr x4 ) x4 Yes

¥ P, x ® X +x+1) x4+ xt i x No
P, 0P, =" OP) B2 OPy= x" +x%+x+1) & (x*+x*+x) = (1)

The result is (1), which can be proved using multiplication and division by
the modulus.
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37. Welet P | = (10000). P> = (10101), and modulus = (100101). The following table

shows the process:

Powers Shift-Let Operation Exclusive-Or
W ® P, 10101
W ep, 01010 01010 @ 00101 =01111
v @P, 11110 11110
v @P, L1100 11100 ® 00101 = 11001
X op, 10010 10010 @ 00101 = 10111
P, ®P, = (x* @ P, =10111

The result is (10111) or (x* +x2 + x + 1), which can be proved using multipli-
cation and division by the modulus.

)




